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An Empirical Study of Criminal Sanctions on the Crime

of Infringing Personal Information in China

Feng Yang Li Ke Zhang Jian
(Guanghua Law School, Zhejiang University, Hangzhou 310008, P.R.China;
School of Economics, Zhejiang University, Hangzhou 310058, P.R.China;
School of Law, Beihang University, Beijing 100191, P.R.China)

Abstract: Drawing on the empirical analysis of verdicts on infringing personal information made by
Chinese courts from February 2009 to July 2021, we find a considerable discrepancy between judicial
practice and the law. The discrepancy reflects on the fact that the courts’ actual criminal sanctions
were excessively light, and the courts failed to distinguish the sensitivity of personal information ac-
curately. The main reasons for causing the discrepancy are twofold: (1) the existing criminal legal
framework emphasizes too much on its preventive function against the abuse of personal
information; (2) the legal rules of classifying personal information have not taken shape. Under the
rapid development of administrative law protection and civil law protection on personal information,
we suggest to adjust the criteria of criminalizing the behaviors of infringing personal information and
specify the types of sensitive personal information. The long-term reform goal should be developing
coordinated protection with the support of criminal law, administrative law and civil law, and then
achieving coordinated personal information governance by legal and other regulatory means.
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