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Types of Neurocrimes under Brain-computer Interface Technology and Their Regulation
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Abstract: The development of brain-computer interface technology has spawned neurocrime as a
new type of criminal offense. In essence, neurocrime is a conceptual generalization of the criminal
types and phenomena closely associated with brain-computer interface technology. Effective
regulation of neurocrime is premised on the accurate identification of the criminal risks arising from
the application of brain-computer interface technology. At the factual level, the basic classification
and operating principles of brain-computer interfaces delineate the type, degree, and scope of
neurocrime risks and determine the point at which criminal law should intervene. At the level of
values, neurocrime does not fundamentally alter the categories of legal interests protected by criminal
law, and neuro-rights—such as the right to mental continuity and mental integrity—cannot be
directly protected by China’ s criminal law. Accordingly, drawing on the inherent connotation of
legal interests, China’s criminal law should address the practical challenges of criminal governance
brought by brain-computer interface technology through optimizing interpretive conclusions and
revising the system of criminal charges.

Within the current framework of criminal law, neurocrimes targeting neuro-devices, the
physical and mental safety of users, and neural data can be categorized into four major types:
property crimes, computer crimes, crimes against the person, and data crimes. The criminal
regulation of neurocrime should adopt a systematic approach to reform grounded in existing criminal
provisions. At the legislative level, criminal law should introduce the behavioral category of data
interference, establish a classified and hierarchical protection system for neural data, and revise the
norms governing offenses and penalties for neurocrimes by expanding the connotation of the legal
interests pertaining to health and personal freedom. At the judicial level, it is necessary to
reconstruct an imputation principle centered on technological dominance among the various
participants, and to develop diversified standards for the quantitative evaluation of neurocrimes based
on the modes of unlawful conduct, the importance of the objects of protection, and the practical
application scenarios of brain-computer interface technology.
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