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From Voluntary to Compulsory: The Institutional Evolution and Analysis of

cross-border Access to Electronic Data from Internet Service Providers

LiYi
(Law School, Beijing Normal University, Beijing 100875, P.R.China)

Abstract: The traditional approach to cross-border collection of electronic data, namely Mutual
Legal Assistance (MLLA), depends on cooperation between the competent authorities of contracting
states, but its lengthy procedures and processes have been repeatedly criticized. Many international
digital platform companies, such as Amazon and Apple, as Internet Service Providers (ISPs), hold
or control massive amounts of electronic data in their data centers located around the world, which
has led them to play an increasingly important role in cross-border electronic data collection. In order
to improve the efficiency of evidence collection, some countries have adopted a voluntary cooperation
mechanism that allows direct engagement with foreign service providers. However, this mechanism
also raises several concerns, such as excessive discretion granted to service providers, resulting in
opacity, uncertainty, and the possibility of arbitrary differential treatment of requests from different
countries. Therefore, some countries have gradually shifted towards a mandatory mechanism based
on search warrants or production orders. The passage of the U. S. CLOUD Act in March 2018
marked a landmark development in the shift from voluntary cooperation mechanisms to mandatory
evidence collection mechanisms. The United Kingdom followed by enacting the Crime (Overseas
Production Orders) Act 2019, and the European Union adopted the European Production Order and
European Preservation Order Regulation in 2023. At the same time, some countries have also
adopted mandatory electronic data production order systems among themselves through bilateral
executive agreements or multilateral treaties. The mandatory evidence collection mechanism is
conducive to eliminating the aforementioned drawbacks of the voluntary cooperation mechanism, but
it may also cause conflicts of jurisdiction between countries. The evolution of the aforementioned
evidence collection mechanisms demonstrates the impact of the practical need to improve efficiency
on the development of cross-border electronic evidence collection, while also challenging the
traditional importance of data storage locations in determining jurisdiction. Compared with
unilaterally enacting mandatory cross-border evidence collection legislation, regulating production
orders through international treaties is better suited to mitigating jurisdictional conflicts.

States still hold divergent positions as to what mechanism should be used for cross-border
electronic data collection. Even a single country may adopt different approaches when accessing
electronic data from different foreign states. At present, China advocates that cross-border evidence
collection should still mainly rely on MLA. It prohibits domestic service providers from providing
electronic data to foreign authorities through voluntary cooperation mechanisms, and opposes
unilateral mandatory cross-border evidence collection measures. Referring to current international
practices, China can seek to reform the traditional MLA mechanism based on the particularity of
electronic data evidence collection. It might also consider explicitly stipulating in legislation that
allows the use of voluntary cooperation mechanisms with respect to foreign service providers. At the
same time, China can also consider acceding to international conventions such as the United Nations
Convention against Cybercrime to foster better coordination of cross-border electronic evidence
collection among contracting states.

Keywords: Cross-border electronic evidence collection; Voluntary cooperation; Compulsory
evidence collection; The production orders of electronic data
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